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1 Introduction

The purpose of the document is to provide guidance on the Download and Execute
(DnX) feature, usage of this feature and how it gets enabled using Intel® CSE
components as well as Intel® Platform Flash Tool (PFT).

1.1 Terminology
Table 1: Terminology
Acronym or Term Definition
Intel® CSE Intel® Converged Security Engine
DnX Download and Execute
Intel® FIT Intel® Flash Image Tool
FW Firmware
Intel® PFT Intel® Platform Flash Tool
1.2 Reference Documents
Table 2: Reference Documents
Document Document No. / Location
Tiger Lake Intel® CSE FW 15.0 POR Contact your Intel field representative.
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Download and Execute (DnX)

2.1

Introduction

DnX is Intel’s proprietary solution to download FW module to a target machine from a
host machine by means of USB cable and execute it. DnX flows are executed over fixed
USB 2 port. On SPI platforms, this capability allows signed Token injection for debug
unlock after the platform have completed manufacturing.

Intel® ME

N

DnX is a capability in Intel® CSE ROM, where during the boot ROM can configure the
USB port #0 on the PCH to connect to a remote computer to download DnX module
which is signed by Intel. This module initiates rest of the Intel® CSE and sets up an
environment to accept unlock token from a remote computer. The flow is explained
below:
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Injecting Unlock token for Debug

User has to prepare

Remote Host = Remote Host machine connected to the USB

connector on port 0 of the platform

DnX App
DnX Module

‘'OEM unlock token generated and signed with
Token Tool (for debugging the platform)

DnX Module DnX Module
=  OEM KM on the flash for token authentication
Module pub key Module pub key
Flow:
Unlock Token Unlock Token
Unlock Token pub key Unlock Token pub key 1. ROM loads DnX Module
2. ROM authenticates DX Module
3. DnX Module loads Unlock Token
K / 4. DnX Module verifies Unlock Token against
OEM KM on the flash
Legend
5. DnX Module writes the Token into data partition
_— on fash
>

2.2 Use Cases
Below use-cases are supported on TGL platform.
Scenario Use Case
Debug * Write/Read/Erase signed debug tokens

into the platform

2.3 Triggers
Following methods can be used to trigger DnX on the platform
Method Detail
Pin Strap For details refer to TGL External Design

Specification (EDS)

Intel® CSE or BIOS Error Handling Flow | If Intel® CSE or BIOS reach a critical error
which prevent platform from booting, it can
be programmed to enter DnX flow. (e.g
Failure to authenticate BIOS signature, CSE
detect FW corruption, etc.)

Empty Flash Device When CSE ROM detects an empty flash
device on the platform, it will enter DnX
mode
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Method Detail

BIOS HECI Call BIOS can make a HECI call to Intel® CSE

during boot to enter DnX after the reset

DnX flow
1. DNX Trigger:

a. ROM Detect empty Flash

b. Corrupted Flash

c. User Trigger via BIOS or Strap

2. ROM enumerates USB and establish USB Comm. with the Host

3. ROM DNX Logic establish connection with the recovery app via USB

4. ROM DNX logic download DNX module from recovery app to SRAM and authenticates

it

5. DNX Module performs DnX operation requested by user

Tools

Following tools are applicable for DnX:

Intel® PFT (Platform Flash Tool) — Intel implementation of DnX tool running on
remote host computer. DnX module, config.xml and IFWI.bin are inserted to the
target machine via this tool. Will be included in the Intel® CSE Kit for TGL
platform.

DnX Module - binary file signed by Intel. This file has the DnX logic Intel® CSE
ROM will run. Will be included in the Intel® CSE kit for TGL Platform.

Intel® FIT — can be used to create DnX based IFWI image. For more detail on
how to create IFWI image for DnX, please refer to Intel® Bring up Guide in the
Intel® CSE kit for TGL Platform.

Intel® FPT - can be used to configure DnX fuse and close manufacturing on the
platform. Will be included in the Intel® CSE kit for TGL Platform.
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High-Level Setup Detail for DnX

3.1

Setup Requirements

In order to complete DnX flow, the following setup is required

DnX Test Setup

Target Device Management Console
Enters DnX mode *  Platform Flash Tool (PFT)
based on trigger + DnX module

IFWI image

-
T3

Requirements:

Requirement Usage

Management Console / Remote Host A host that can be used to execute the DnX
flows

H/W Connection USB cable connection between the Remote Host

to the system under test

Intel® Platform Flash Tool (PFT) Tool supporting DnX flows running on the
Remote Host

DnX module binary Provided in the Intel® CSE FW kit. This binary is
provided as an input to the Intel® PFT.

(Can be created by Intel® PFT tool provided in
the Intel® CSE)

OEM signed unlock token Token binary to be flashed on the target system
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Intel® Platform Flash Tool (PFT) Overview

4.1

4.2

10

Intel® Platform Flash Tool supports GUI (Graphic User Interface) as well as CLI
(Command Line Interface) and runs on the Remote Host.

This tool supports DnX flows and consumes DnX related input files like: DnX module,
unlock token file to be flashed on the target system.

Please install this tool on Host system before executing DnX flows.

Installation Details

PFT tool is available within Intel® CSE FW Kit->Tools->DnX Tools. Run the installation
package. Setup wizard will start. Click “Next” to complete the installation.

This installation process installs Tools as well as necessary USB drivers along with it as
well.

[ Setup - Intel(R) Platform Flash Tool = =

Welcome to the Intel(R) Platform
Flash Tool Setup Wizard

This will install Intel{(R) Platform Flash Tool version 5.3.99.28
on your computer,

It is recommended that you dose all other applications before
continuing.

Clidk Next to continue, or Cancel to exit Setup.

Usage

Once PFT tool is installed on the Remote Host:

e Make sure the target system is connected to the Remote Host using USB cable.
e Make sure all input files required for DnX operation (e.g. DnX module, token)
are available on the Remote Host.
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4.2.1 PFT Command Line Tools for DnX

e DnX Firmware Downloader

This command line tool provides means to interact with Intel® CSE firmware and
perform different DnX operations.

This tool supports serial number argument, however does not provide USB port
hence less convenient for setups with multiple targets connected to one remote
host.

Note: target machine has to be already in DnX mode (e.g jumper, virgin storage)

4.2.1.1 DnX Firmware Downloader
Usage:
dnxFwDownloader --command <command> <command-options>
Help Menu

dnxFwDownloader.exe --help command lists available options/commands supported
with this embedded tool.

42.1.1.1 Get storage device general info

In order to get storage related information such as OEM PLAT ID (from IFPs), Platform
Unique ID, DnX Trigger, Image Error Values, ‘iddevice’ command shall be used.

Sample:

dnxFwDownloader.exe --command iddevice

4.2.1.1.2 Reset Target Platform

In order to reset the platform, ‘startover’ command shall be used.
Sample:
dnxFwdownloader.exe --command startover --flags 9

Where:

Option Description
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Firmware reset command flags.
In the command line appear in
decimal display.

Comprises of following info (in
binary):

Bit [1:0]: RESET_TYPE*

e (00: Reset DnX protocol
(no Intel® CSE /device
reset) by cancelling
currently active
command (if any) and
wait for the next
command

e 01: Global reset

e 10: Not supported

e 11: Not supported

--flags

Bit [3:2]: POST_RESET_STEPS

e (00: After reset, take
normal boot path
(including honoring the
DnX triggers etc.)

e (01: After reset, enter OS
DNX flow

e 10: After reset, ignore
optional DnX triggers
such as HW strap etc.
and perform a full host
boot

e 11:Reserved

4.2.1.1.3 Read Token

In order to read token, ‘readtoken’ command shall be used.
Sample:

dnxFwDownloader.exe --command readtoken --fw_dnx DNXP_0x1.bin --path
read_token.bin --slot 0

Where:
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Option Description

--fw_dnx path to the DnX module binary
path to output file to dump

—path the content of the token

—slot Slot Index of the token

4.2.1.1.4 Write Token

In order to write token, ‘writetoken’ command shall be used.

Sample:

dnxFwDownloader.exe --command writetoken --fw_dnx DNXP_0x1.bin --token

token_to_write.bin --slot 0

Where:
Option Description
--fw_dnx path to the DnX module binary
--token path to the token
--slot Slot Index of the token

4.2.1.1.5 Erase Token

In order to erase token, ‘erasetoken’ command shall be used.

Sample:

dnxFwDownloader.exe --command erasetoken --fw_dnx DNXP_0x1.bin --slot O

Where:
Option Description
--fw_dnx path to the DnX module binary
--slot Slot Index of the token
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4.2.1.1.6 Get Token Part ID
In order to get part ID specific to this token, ‘gettokenpid’ command shall be used.

Sample:

dnxFwDownloader.exe --command gettokenpid --fw_dnx DNXP_0x1.bin --flags 0

Where:
Option Description
--fw_dnx path to the DnX module binary
Slot number for anti-replay
protection of corresponding
token:
e 0: No AR protection
--flags needed. Nonce is
stored in the temp
storage in SRAM
e 1:Nonce generated is
stored in first Nonce
slot
4.2.2 Using GUI interface

e Tolaunch GUl interface, click on the Desktop icon @ which launches GUI interface
or open it from Intel® PFT installation folder.

Platform Flash Tool

* O Mame

1% mingwm10.dll

2] mobile_signing_tool_configxml

[85] MobileSigningClient.exe

%] neethi.dll

I:{ networkdetails.json

=] oem_unlock_token_template_lakefield.xml
PFT_Security_User_Guide.pdf
Platform_Flash_Tool_Production_User_Guide.pdf
Platform_Flash_Teol_User_Guide.pdf

- platformflashtool.exe

e Go to the Security tab on the left.
e Toinject a token
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o Generate+ Sign a new token or brows for an existing token to write into the
device. For guidance on how to generate and sign unlock token, see “Secure
Token Guide”

o Select a device

o press button “Write” in “Write / Read / Erase” section of the GUI

e To Read or Erase a token
o Select a device
o press button “Read” / “Erase” in “Write / Read / Erase” section of the GUI

@ Intel® Platform Flash Tool 5.89.0 @» =}
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